AI Governance Policy

Purpose
This policy establishes the governance framework for the safe, ethical, secure, and responsible use of Artificial Intelligence (AI) within City Health Geraldton and Skin Cancer Clinic. It aligns with the Royal Australian College of General Practitioners (RACGP) Standards for General Practices, 6th Edition, Criterion F11 – Artificial Intelligence (AI). The practice is committed to ensuring that all use of AI supports high-quality patient care, protects patient privacy, and complies with all relevant legislation and professional obligations. 
Scope
This policy applies to:
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· 
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· General Practitioners
· Nurses
· Practice Management
· Administrative Staff
· Visiting Clinicians
· Contractors and Third-Party Service Providers

It covers all AI-enabled tools used within the practice, including but not limited to:
· 
· Clinical documentation and note-generation tools
· Transcription and scribing software
· Decision-support systems
· Administrative automation tools
· Communication and workflow management tools
· Data analysis and reporting systems

Policy Statement
The practice may utilise approved AI technologies to improve efficiency, support clinical decision-making, enhance patient care, and reduce administrative burden. AI will only be used where it:
· 
· Supports safe, patient-centred care;
· Protects privacy and confidentiality;
· Complies with applicable legislation and regulatory requirements;
· Operates under appropriate clinical oversight; and
· Is subject to ongoing monitoring and review. 

AI tools are intended to support, not replace, professional judgement. Clinical responsibility always remains with the treating clinician. 


Governance and Accountability
Practice Principal
The Practice Principal is responsible for:
· 
· Overall governance of AI implementation and use;
· Approval of AI systems prior to deployment;
· Ensuring compliance with regulatory and legal requirements;
· Allocating appropriate resources for AI oversight.

Practice Manager
The Practice Manager is responsible for:
· 
· Maintaining the AI register;
· Coordinating risk assessments;
· Ensuring staff training requirements are met;
· Managing policy reviews and audits;
· Monitoring compliance with this policy.

Clinical Staff
Clinical staff are responsible for:
· Exercising professional judgement when using AI outputs;
· Verifying the accuracy of AI-generated information;
· Obtaining informed patient consent where required;
· Reporting concerns, errors, or unintended consequences associated with AI use.
Administrative Staff
Administrative staff may only use AI systems approved by the practice and within the scope of their role and training.
Patient Consent
Where AI contributes to a patient's care, the practice will:
· Inform patients when AI technology is being used;
· Explain the purpose of the AI tool in clear and understandable language;
· Obtain and document informed consent where required;
· Respect a patient's decision to decline AI-assisted services where clinically appropriate. 
Documentation of consent should be recorded in the patient's medical record.
Privacy and Data Security
The practice is committed to protecting patient information in accordance with:
· 
· Privacy Act 1988 (Cth)
· Australian Privacy Principles
· Relevant health records legislation
· RACGP Standards

The practice will:
· De-identify patient information whenever possible before processing through AI systems;
· Prohibit the uploading of identifiable patient information into public AI platforms without explicit authorisation and documented governance controls;
· Ensure third-party AI providers meet appropriate privacy and security standards;
· Maintain secure storage and transmission of information processed by AI systems. 
Clinical Oversight
All AI-generated clinical content must be reviewed by an appropriately qualified clinician before being relied upon for:
· 
· Diagnosis
· Treatment planning
· Referrals
· Prescribing decisions
· Clinical correspondence
· Patient education materials

Clinicians remain fully accountable for all care decisions and clinical records. AI outputs must never be accepted without appropriate review. 
Assessment of AI Tools
Prior to implementation, the practice will conduct a documented assessment considering:
· 
· Clinical safety
· Accuracy and reliability
· Privacy and security risks
· Regulatory compliance
· Staff training requirements
· Vendor credentials and support arrangements
· Potential impact on patient care

No AI solution may be implemented without approval through the practice's governance process. 
Training Requirements
Staff using AI technology must receive training covering:
· 
· Appropriate use of AI systems;
· AI limitations and risks;
· Privacy and confidentiality obligations;
· Verification of AI-generated outputs;
· Incident reporting requirements;
· Ethical considerations.

Training records will be maintained by the Practice Manager. 
Monitoring and Quality Improvement
The practice will regularly monitor AI systems to ensure they continue to:
· 
· Support safe and effective care;
· Produce accurate outputs;
· Comply with privacy requirements;
· Meet operational needs.

Monitoring activities may include:
· 
· Incident reviews;
· User feedback;
· Clinical audits;
· Risk assessments;
· Annual policy review.

Where issues are identified, corrective actions will be implemented promptly.
Incident Management
Any staff member who identifies:
· 
· Inaccurate AI outputs;
· Privacy breaches;
· Security concerns;
· Unexpected patient safety risks;
· Technical failures;

must immediately report the issue to the Practice Manager or the Practice Principal.
Incidents will be investigated and documented according to the practice's risk management and incident reporting procedures.
Prohibited Uses
The following uses of AI are prohibited unless specifically approved through documented governance processes:
· Uploading identifiable patient information to public AI platforms;
· Using AI to make unsupervised clinical decisions;
· Replacing professional clinical judgement;
· Using AI systems that have not been assessed and approved by the practice;
· Sharing confidential practice information through unapproved AI tools.
AI Register
The practice will maintain an AI Register documenting:
· 
· AI tool name;
· Vendor;
· Purpose;
· Risk assessment date;
· Approval date;
· Responsible owner;
· Review date;
· Training requirements.

14. Related Documents
· 
· Privacy and Confidentiality Policy
· Information Security Policy
· Risk Management Policy
· Incident Management Policy
· Staff Code of Conduct
· RACGP Standards for General Practices (6th Edition)
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